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Takbipbiobl: OpenVAS — ocaiiibIKThI AHBIKTAY KOCHIMIIIACHI

Cepsuc Canonical Launchpad.net no3sonsieT Nt060My XenaroLemMy co3aTb Peno3nTOpUin NakeToB
ansa Ubuntu (Personal Package Arhive - PPA) 1 ncnonb30BaTth ero A8 pacnpocTpaHeHns CBOUX
nakeToB 6e3 NNLLHNX TEXHUYEeCKUX TPYAHOCTen. A Nonb30BaTenn, NponucasLLne y cebs Takomn
peno3nTopuii, CMOryT NoJly4aTb OOHOBNEHNSA NAaKeTOB N3 HEro aBTOMaTUYeCcKu.

34eCb Mbl paccMOTPUM npoLiecc yctaHoBky OpenVAS 13 PPA peno3sutopusa Moxavmvaza Pasasy
(Mohammad Razavi). 9TOT peno3nTopuii 06HOBAAETCA BeCbMa OMepaTyBHO, MOYTK Cpa3y nocne
BbIXO/Ja HOBbIX BEPCUIA. B TOM, UTO NakeTbl CBEXME MOXHO Y6eAnTbCS CPaBHVB Bepcuto codpTa Ha
oduumanbHOM canTe 1 B PPA penosuntopun.

OpenVAS-8

Libraries 8.0.5
Scanner 5.0.4
Manager 6.0.6
Greenbone Security Assistant (GSA) 6.0.6

Commandline Interface (CLI) 1.4.3

openvas-smb 1.0.1


https://launchpad.net/
https://launchpad.net/~mrazavi
https://launchpad.net/~mrazavi
http://openvas.org/install-source.html
http://openvas.org/install-source.html
https://launchpad.net/~mrazavi/+archive/ubuntu/openvas
https://openvas.ru/wp-content/uploads/2015/12/packages2.png

Package Version Uploaded by

[ greenbone-security-assistant 6.0.6-3 a Mohammad Razavi (2015-10-19)
[@ greenbone-security-assistantd 6.1~betaZ-1 a Mohammad Razavi (2015-11-03)
i@ openvas<li 1.4.31 a Mohammad Razavi (2015-10-17)
@ openvasibraries 8.0.5-1 a Mohammad Razavi (20135-09-30)
[ openvas-manager 6.0.6-2 a Mohammad Razavi (2015-10-17)
[l cpenvas-scanner 5.0.4-3 a rMohammad Razavi (2015-10-17)
@ openvass-cli 1.4.31 a rMohammad Razavi (2015-10-17)
i@ openvasS-libraries 8.1~bektaz-1 a Mohammad Razavi (2015-11-03)
[@ openvasS-manager 6.1~betaZ-1 a Mohammad Razavi (2015-11-03)
@ openvasd-scanner 5.1~beta2-1 a Mohammad Razavi (2015-11-03)
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Kak BUAMM, Ha TekyLLIA MOMEHT BCe cBexee. HeT nakeTa Ansd openvas-smb, 4TO BO3MOXHO MOXeT
CKa3aTbCs NMpU CKaHNPOBaHUM WiNdows-C1CTeM (@ BOSMOXHO ¥ 6b1J1I0 yUTEHO Npu cbopke openvas-
libraries). Takxe HeT naketoB ana OSPd-ckaHepoB, WX MNpy HeOBXOAUMOCTM NpuUaeTCcs
yCTaHaB/INBaTb N3 UCXOAHWKOB.

Ansa Toro, uTobbl ycTaHoBUTL OpenVAS 13 cTopoHHero pernosutopusa Ubuntu Heob6xoanmo:

1. MoarotoBuTb cucTemy ¢ Ubuntu. Moxammag nuweT, 4To paboToCnoCcO6HOCTL NakeToB
npoeepsiacb Tonbko Ana Ubuntu 14.04 LTS (Trusty Tahr). 3Ta Bepcua Ubuntu 6yaet
nogaepxveatbcsa fo anpensa 2019 roga. CBOH60AHOro MecTa Ha XeCTKOM AMCKe AOKHO
6bITb He MeHbLue 10 6. Cam OpenVAS 3aH1MaeT He MHOrO, a security content
3HaUUTENbHO.


https://openvas.ru/wp-content/uploads/2015/12/packages1.png

2. [obaBuTb ppa penosntopuin Moxammaza Pasasu
sudo add-apt-repository ppa:mrazavi/openvas

@ S G vmuser@vmuser-VirtualBox: ~

vmuser@vmuser-VirtualBox:~$ sudo add-apt-repository ppa:mrazavi/openvas

[sudo] password for wvmuser:

OpenVAS is a framework of several services and tools offering a comprehensive a
nd powerful vulnerability scanning and vulnerability management solution.

Homepage: http://www.openvas.org/
* Openvas 9 (beta 2) is now available =*

To install openvas 8, install the "openvas" package from this ppa. It is only te
sted on ubuntu 14.04 trusty.

You have to update openvas scripts/data after installation with the following c
mmands :

sudo apt-get install sqlite3
sudo openvas-nvt-sync

sude openvas-scapdata-sync
sudo openvas-certdata-sync

sudo service openvas-scanner restart

vmuser@vmuser-VirtualBox: ~

nstall them, you just have to install "openvas9" package instead of "openvas". T
hen, update scripts/data just like the old packages.

Please note that the default port number of the web interface for the new packag
es are changed to 4800. So, to access the web interface for version 9, go to htt
ps:f/localhost:4000

You can change the web interface port number by modifying /etc/default/openvas-g

sa. Then, restart its service by issuing "sudo service openvas-gsa restart”.
More info: https://launchpad.net/~mrazavi/+archive/ubuntu/openvas

Press [ENTER] to continue or ctrl-c to cancel adding it

: keyring " /tmp/tmpuaip4o@b/secring.gpg' created
: keyring " /tmp/tmpuaip4o@b/pubring.gpg’' created
requesting key 4AA450E®@ from hkp server keyserver.ubuntu.com
: [tmp/tmpuaip4o6b/trustdb.gpg: trustdb created
gpg: key 4AA450E@: public key "Launchpad PPA for Mohammad Razavi" imported
: Total number processed: 1
imported: 1 (RSA: 1)

vmuser@vmuser-VirtualBox:~$ I

O6HOBUTbL MHPOPMALMIO MO NakeTam

sudo apt-get update

YctaHoBuTb OpenVAS 8

sudo apt-get install openvas

udp. [ina yctaHoBkn OpenVAS 9 BbINOAHUTE:

sudo apt-get install openvas9

YCTaHOBKa 1 HaCTpOKKa MPOon3BOANTCA aBTOMaTNYeCKU, HO B O4HOM MecCTe HY>XHO byaeT


https://openvas.ru/wp-content/uploads/2015/12/install1.png
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NoATBEPAUTb HAacTpoiiky Redis-a.

vmuser@vmuser-VirtualBox: ~

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
fonts-1lmodern libhiredis®.18 libjemallocl libksbag8 libmicrohttpdie
libopenvas8 libptexencl libruby1.9.1 libyaml-8-2 lmodern luatex openvas-cli
openvas-gsa openvas-manager openvas-scanner redis-server redis-tools ruby
ruby1.9.1 sqlite3 tex-common texlive-base texlive-binaries
texlive-latex-base texlive-latex-base-doc texlive-luatex xsltproc

Suggested packages:
xmlstarlet ri ruby-dev ruby1.9.1-examples ril.9.1 graphviz ruby1.9.1-dev
ruby-switch sqlite3-doc debhelper perl-tk

The following MEW packages will be installed:
fonts-1lmodern libhiredis®.10 libjemalloc1 libksba8 libmicrohttpdie
libopenvas8 libptexencl libruby1.9.1 libyaml-8-2 lmodern luatex openvas
openvas-cli openvas-gsa openvas-manager openvas-scanner redis-server
redis-tools ruby ruby1.9.1 sqlite3 tex-common texlive-base texlive-binaries
texlive-latex-base texlive-latex-base-doc texlive-luatex xsltproc

0 upgraded, 28 newly installed, ® to remove and 285 not upgraded.

Need to get 93,1 MB of archives.

After this operation, 207 MB of additional disk space will be used.

Do you want to continue? [Y¥/n] I

vmuser@vmuser-VirtualBox: ~
Package configuration

Configuring openvas-scanner [

Openvas scanner require redis database to store data. It will connect to
the database with a unix socket at fvar/run/redis/redis.sock.

If you select yes, the installation process will enable redis unix
socket at this address automatically, by updateing
fetc/redis/redis.conf.

If you select no, you have to manually update your
Jetc/redis/redis.conf.

Do you want to enable redis unix socket on /var/run/redis/redis.sock?

<No>

1. [anee HyXHO byaeT 06HOBUTBL Security content:
sudo openvas-nvt-sync
sudo openvas-scapdata-sync
sudo openvas-certdata-sync
2. W HakoHey nepesanyctntb OpenVAS:
sudo service openvas-scanner restart
sudo service openvas-manager restart
sudo openvasmd -rebuild -progress
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Bce, MOXHO nosib3oBaTbCA. 3axoanM Ha https://localhost:443, norvH “admin”, naponb “admin”

Greenbone Security Assistant - Mozilla Firefox

# Greenbone Security... *

€L

ns://localhost/omp?

oken=b190cSc3

. Greenbone
827" Security Assistant

Scan Management Asset Management Secinfo Management
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Welcome dear new user!

To explore this powerful application and
to have a quick start for doing things the
first time. | am here to assist you with
some hints and short-cuts.

| will appear automatically in areas where
you have created no or only a few

objects. And disappear when you have
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Quick start: Immediately scan an IP address
|P address or hostname:

Start Scan
For this short-cut | will do the following for you:

1. Create a new Target with default Port List
2. Create a new Task using this target with default Scan Configuration



https://localhost/
https://openvas.ru/wp-content/uploads/2015/12/canuse.png

